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Chapter 13126

India India

LexOrbis Dr. Pankaj Musyuni

Manisha Singh

technologies in the field of digital health include m-health, 
digital pathology, telemedicine, health wearables, digital and 
social connectivity, big data analytics, virtual reality, ambu-
pods, blockchain and electronic medical records.  Increased 
awareness and adoption for the Internet of Things (IoT) and 
telehealth have made health-monitoring technology more 
accessible and cost-effective.  The healthcare sector of India 
has undergone significant transformations as a result of the 
Digital India initiative.  Initiatives like the Ayushman Bharat 
Digital Mission, CoWIN App, Aarogya Setu, e-Sanjeevani and 
e-Hospital have extended healthcare facilities and services to 
every corner of India.

1.3	 What is the digital health market size for your 
jurisdiction?

The favourable legislation in India and the growing prom-
inence of the digital healthcare industry have significantly 
improved the country’s use of digital technology.  Industry 
experts anticipate the digital health industry in India to 
expand at a compound annual growth rate (CAGR) of approx-
imately 29.5% from 2024 to 2032.  Leading experts antici-
pate that the digital health sector in India will reach a valu-
ation of USD 3.88 billion in 2023 and rise to USD 39.7 billion 
by 2032.  It is anticipated that the Indian digital health market 
will experience growth due to the increasing prevalence of 
chronic conditions during the projected period.  According 
to a customer market insights survey, it is expected that the 
Indian digital health market will reach USD 8.7944 billion 
in 2024 and expand at a CAGR of 17.67% between 2024 and 
2033, ultimately reaching USD 47.8069 billion.  The objec-
tive of digital health is to enhance the quality, accessibility 
and delivery of medical services by integrating technology 
with healthcare.  It encompasses a diverse array of applica-
tions, such as telemedicine, mobile health applications, EHRs 
and data-driven, AI-powered personalised care.  Insights10, a 
healthcare-focused market research agency, anticipates that 
the Indian digital health market will experience accelerated 
growth in the coming years as a result of its size and favour-
able government policies.

1.4	 What are the five largest (by revenue) digital 
health companies in your jurisdiction?

Among the top five largest digital healthcare technology enter-
prises are Novartis, Stryker, Edwards Lifesciences, Centura 
Health and Hologic.

12 Digital Health

1.1	 What is the general definition of “digital health” 
in your jurisdiction?

Digital healthcare is a multidisciplinary concept that is 
located at the intersection of healthcare and digital tech-
nology.  Digital healthcare revolutionises the delivery of 
healthcare services for providers through the use of compre-
hensive platforms, tools and services.  Mobile health appli-
cations, telemedicine, enterprise resource planning (ERP), 
customer relationship management (CRM), electronic health 
records (EHRs) and health information systems (HIS) are 
among the numerous technologies that contribute to the 
transparency of patient data.  “Digital health” is a compre-
hensive concept that entails the integration of digital tech-
nologies with the healthcare sector to improve efficiency 
and provide more personalised patient care.  The Digital 
Information Security in Healthcare Act of 2018 (DISHA) 
defines “digital health data” as an electronic record of an 
individual’s health-related information, despite the fact that 
the terms “digital health”, “digital medicine” and “digital 
therapeutics” lack specific definitions in India.  The term 
“said data” generally refers to relevant information about an 
individual’s physical and mental health, the therapies they 
have received from healthcare providers, any donated body 
parts or biological materials, as well as the results of their 
testing and examinations.  The integration of genetics and 
digital technologies exemplifies the concept of digital health, 
facilitating the early diagnosis and treatment of diseases.  
The World Health Organization (WHO) and the G20 India 
presidency introduced the Global Initiative on Digital Health 
(GIDH) during the Health Minister’s Meeting at the G20 
Summit, which the Government of India convened on August 
19, 2023.  The new GIDH initiative will function as a network 
and infrastructure under the WHO’s supervision to facilitate 
the implementation of the Global Strategy on Digital Health 
2020–2025.

1.2	 What are the key emerging digital health 
subsectors in your jurisdiction?

Digital healthcare is a multidisciplinary concept that lies 
at the intersection of healthcare and digital technology.  It 
incorporates a diverse array of technologies, such as tele-
medicine, ERP, CRM, EHRs and HIS, all of which enhance the 
transparency of patient data.  The most significant emerging 
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security and protection.  The rise of digital and other health-
care technology has raised patient privacy and data security 
concerns.  When transmitting personal data, the most critical 
factors to consider are the preservation of confidentiality, the 
regulation of data transmission, the assurance of security and 
privacy, and the consideration of knowledge, trust, accounta-
bility and responsibility.

The MoHFW has proposed the National Digital Health 
Authority (NeHA) to facilitate the development of India’s 
Integrated Health Information System (IHIS).  On August 11, 
2023, the ratification of the DPDP Act, 2023, transformed India 
into a legal nation.  India has implemented a new law to govern 
the administration of personal data.  In addition to estab-
lishing a framework for the governance and accountability 
of data, one of its objectives is to preserve the privacy of indi-
viduals.  The DPDP Act will have a substantial impact on the 
Indian healthcare industry, despite the fact that it is still in the 
early phases of digital transformation.  The DPDP Act primarily 
focuses on digital personal data and does not address non- 
personal data.  The implementation of the DPDP Act will render 
Section 43A of the IT Act and the IT (Reasonable Security 
Practices and Procedures and SPDI) Rules, 2011.  These pieces 
of legislation address the legal and ethical concerns related to 
digital health.

2.2	 For these authorities, what are the core 
healthcare regulatory schemes related to digital 
health in your jurisdiction (e.g., medical devices/
AI/generative AI/SaaS/SaMD/combination product 
regulatory approval, data privacy, data compliance, 
anti-kickback, national security, etc.)?

The IT Act and the SPDI Rules govern the current legisla-
tive framework for e-health protection in India, offering 
some protection for the acquisition, disclosure and trans-
mission of sensitive personal data, including medical records 
and histories.  The government and the MoHFW published 
a blueprint, recommending the establishment of a National 
Digital Health Ecosystem, and announced the National 
Digital Health Mission (NDHM).  This ecosystem will enable 
the interoperability of digital health systems at the patient, 
hospital and ancillary healthcare provider levels.  The MoHFW 
implemented the Health Data Management Policy for the 
ecosystem.  Furthermore, the MoHFW implemented the DPDP 
Act in India with the primary goal of promoting accounta-
bility and responsibility among enterprises operating within 
the country.  Reproductive Child Healthcare, the Integrated 
Disease Surveillance Program, the IHIS, e-Hospital, e-Sushrut, 
the Central Government Health Scheme, the Integrated 
Health Information Platform, the National Health Portal, the 
National Identification Number and the Online Registration 
System are among the numerous digital health initiatives 
that the MoHFW is currently implementing.  As health is a 
state responsibility, the National Health Mission provides 
funding to states for related services, such as hospital infor-
mation systems, telemedicine, teleradiology, tele-oncology 
and tele-ophthalmology.

2.3	 What are the (i) key, and (ii) emerging areas of 
enforcement when it comes to digital health?

It is imperative to establish regulations that safeguard the 
privacy, confidentiality and security of patients’ medical and 
health records.  Monitoring data protection and violations 

1.5	 What are the five fastest growing (by revenue) 
digital health companies in your jurisdiction?

The more promising digital health start-ups and the fastest 
growing in India include 1mg, HealthifyMe, Netmeds, Cult.fit, 
Onsurity, HealthKart, PharmEasy and Innovaccer.

22 Regulatory

2.1	 What are the principal regulatory authorities 
charged with enforcing regulatory schemes related 
to digital health in your jurisdiction?  What is each 
authority’s scope of enforcement?

The Central Drugs Standard Control Organisation (CDSCO) is 
the primary regulatory body responsible for the enforcement 
of the Drugs and Cosmetics Act, 1940, and “rules made there-
under” (DCA).  Furthermore, the Medical Council of India over-
sees the practice of medicine.  Additionally, the Copyright Office 
is responsible for copyright, while the Office of the Controller 
General of Patents, Designs and Trademarks is responsible 
for intellectual property protection.  The Department for 
Promotion of Industry and Internal Trade comprises both 
divisions.  The Indian Council of Medical Research has also 
made significant contributions to the promotion of research 
in support of the National Digital Health Blueprint from the 
Ministry of Health and Family Welfare (MoHFW).

The following key acts typically govern the legal and regu-
latory framework:
■	 In 2011, the Information Technology Act (IT Act), 

consisting of the Information Technology Rules (IT Rules) 
of 2011 and the Sensitive Personal Data or Information 
(SPDI) Rules, came into effect.

■	 Requirements for other service providers under the New 
Telecom Policy of 1999.

■	 The Indian Medical Council (Professional Conduct, 
Etiquette and Ethics) Regulations of 2002 and the Indian 
Medical Council Act of 1956.

■	 The Drugs and Magic Remedies Act of 1954 and the Drugs 
and Magic Remedies Rules of 1955.

■	 The Unsolicited Commercial Communications Regula- 
tions of 2007 and the Commercial Communication 
Customer Preference Regulations of 2010.

■	 The Clinical Establishments Act of 2010.
■	 The Digital Personal Data Protection Act (DPDP Act).

The Indian government is responsible for enforcing rules 
regarding digital health.  These rules come from: the DCA; 
the IT Act and Rules, especially Sections 2(w), 43A and 79; the 
Clinical Establishments (Registration and Regulation) Act, 
Section 38(1) and 38(2); and Rules 3, 4(1), 5(1), 5(3), 5(7) and 
7 of the IT Act.  The regulatory authorities are responsible for 
enforcing reasonable security practices and procedures for 
SPDI, as outlined in: the Data Protection Rules; Rule 3 of the IT 
(Intermediaries Guidelines) Rules; the Medical Devices Rules; 
the DNA Technology (Use and Application) Regulation Bill; 
and the DPDP Act.

In order to protect the confidentiality of health-related 
information, it is imperative that medical professionals and 
patients implement data security measures.  This information 
includes recommendations and outcomes.  The Intermediaries 
Guidelines of 2011, the Data Protection Regulations of 2011 
and the IT Act of 2000 are all intended to address this need 
and should be consulted in all circumstances.  However, the 
rigorous compliance requirements have led to the establish-
ment of no standards mandating the implementation of data 
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32 Digital Health Technologies

3.1	 What are the core legal and regulatory issues 
that apply to the following digital health technologies?

■	 Telemedicine/Virtual Care
A.	 Adoption of technology.
B.	 Evidence.
C.	 Technical training.
D.	 Record-keeping and data management.
E.	 Data privacy.

■	 Robotics
A.	 Energy storage.
B.	 Ethics and security.
C.	 Confidentiality.

■	 Wearables
A.	 Cost of device.
B.	 Battery life.
C.	 Safety, security and privacy.

■	 Virtual Assistants (e.g. Alexa)
A.	 Lack of accuracy.
B.	 Lack of analytical interpretation.
C.	 Data privacy and confidentiality. 

■	 Mobile Apps
A.	 Competitive market.
B.	 Promotion and marketing.
C.	 Data management and privacy.

■	 Software as a Medical Device
A.	 Software development lifecycle.
B.	 Product safety and security.
C.	 Data collection, analysis and privacy. 

■	 Clinical Decision Support Software
A.	 Development lifecycle.
B.	 Product safety and accuracy.
C.	 Data analysis. 

■	 Artificial Intelligence/Machine Learning-Powered 
Digital Health Solutions
A.	 Lack of precision.
B.	 Lack of interpretation. 
C.	 Irregularity in analytics. 
D.	 Reliance.
E.	 Transparency and governance.
F.	 Long-term cost.

■	 IoT (Internet of Things) and Connected Devices
A.	 Compatibility of operating systems.
B.	 Identification and authentication of devices and 

technologies.
C.	 Integration of IoT products and platforms.
D.	 Connectivity.
E.	 Data analytics, security and privacy.
F.	 Consumer awareness.

■	 3D Printing/Bioprinting
A.	 Piracy.
B.	 Misinterpretation of results.
C.	 Lack of training skills.

■	 Digital Therapeutics
A.	 Lack of accuracy.
B.	 Lack of interpretation and understanding. 

■	 Digital Diagnostics
A.	 Lack of accuracy.
B.	 Lack of interpretation and understanding. 
C.	 Misinterpretation of results.
D.	 Lack of training skills.

is crucial, as confidentiality agreements safeguard private 
health information and records solely for data interpreta-
tion in market analysis, marketing and regulatory sharing.  In 
India, telemedicine and teleconsultation, wearable devices, 
online pharmacies and artificial intelligence (AI) are among 
the most significant emerging technologies in the field of 
digital healthcare.

2.4	 What regulations (and corresponding 
authority(ies)) apply to software as a medical device 
and its approval for clinical use?

The CDSCO, a part of the Directorate General of Health 
Services (MoHFW), is India’s major medical device and diag-
nostics regulating organisation.  The Drug Controller General 
of India (DCGI) leads the CDSCO.  The DCGI approves specific 
medications (vaccines, large-volume parenterals, blood prod-
ucts and r-DNA-derived products), medical devices and novel 
drugs.  The DCA governs the manufacture, importation, sale 
and distribution of medical equipment in India.  Only the 
following notified medical devices listed below as “drugs” are 
currently under the DCA’s control in India:
(i)	 substances used for in vitro diagnosis and surgical 

dressings; surgical bandages, surgical staples, surgical 
sutures, ligatures, blood, and blood-component collec-
tion bags with or without anticoagulant; and

(ii)	 substances, including mechanical contraceptives 
(condoms, intrauterine devices and tubal rings).

2.5	 What regulations (and corresponding 
authority(ies)) apply to AI/ML-powered digital health 
devices or software solutions and their approval for 
clinical use?

There are currently no official provisions.

2.6	 How, if at all, are these authorities evolving, or 
plan to evolve, their static approval scheme to handle 
the dynamic nature of AI/ML-based digital health 
solutions?

There are currently no official rules.

2.7	 How, if at all, does clinical validation data play 
a part in regulatory considerations for AI/ML-based 
digital health solutions?

There are currently no official provisions.

2.8	 How, if at all, are digital health products and 
solutions being differentially regulated by the State/
Regional and Federal/Country level regulatory 
authorities in your jurisdiction?

There are currently no official rules.

2.9	 How, if at all, are regulatory enforcement actions 
being tailored to regulate digital health products and 
solutions in your jurisdiction?

There are currently no official rules.
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4.2	 How, if at all, is personal health data use being 
differentially regulated by the State/Regional and 
Federal/Country level regulatory authorities in your 
jurisdiction?

Indian law does not control health data management.  The 
IT Act, 2000, and the IT (Reasonable Security Practices and 
Procedures and SPDI) Rules, 2011, are important laws.  The 
Computer Emergency Response Team, an Indian cybersecu-
rity regulator, has released rules.  The rules apply to all body 
corporates, including sole proprietorships, companies and 
other professional groupings.  Most healthcare providers – 
hospitals, clinics and independent practitioners – are body 
corporates and are regulated.

4.3	 How do such considerations change depending 
on the nature of the entities, or nature of the data 
(e.g., personal health data), involved?

Research organisations, hospitals and technology service 
providers are among the entities that are involved in the 
exchange of information, record-keeping and data collec-
tion.  Furthermore, these procedures further may be adjusted 
in response to continuing issues and experiences that arise 
during the consumer–service provider transition, latency 
period and linkage.

4.4	 How do the regulations define the scope of 
personal health data use?

These regulations outline the standards for “sensitive 
health-related information” and “sensitive personal informa-
tion”, setting the extent of information use with the approval 
of both the beneficiary and the service provider.

4.5	 To help ensure comprehensive rights for personal 
health data use and data collection, what are the 
key contractual terms to consider in abiding by your 
jurisdiction’s laws and regulations related to personal 
health data use and data collection?

Contracts serve as the most effective method to ensure the 
confidentiality and concealment of all aspects of the investi-
gation, including the acquisition and utilisation of data, from 
public view.  It is advised that employees and other influen-
tial individuals who participate in the research sign personal 
privacy and non-disclosure agreements.  Moreover, if partic-
ipants breach predetermined contractual obligations, they 
should have access to a wider range of alternatives.  Conversely, 
there are no specific laws or regulations that govern the collec-
tion or utilisation of personal health data.

4.6	 How are issues with personal health data 
inaccuracy, bias and/or discrimination addressed by 
the regulatory authorities in your jurisdiction?

It is essential to establish a comprehensive legislative frame-
work that regulates the acquisition and dissemination of 
personal data in order to resolve concerns regarding data 

■	 Electronic Medical Record Management Solutions
A.	 Lack of training skills.
B.	 Data collection, analysis and privacy.
C.	 Data privacy and confidentiality. 

■	 Big Data Analytics
A.	 Lack of interpretation and understanding. 
B.	 Misinterpretation of results.
C.	 Lack of training skills.

■	 Blockchain-based Healthcare Data Sharing Solutions
A.	 Lack of interpretation and understanding. 
B.	 Lack of training skills.
C.	 Data collection, analysis and privacy.

■	 Natural Language Processing
A.	 Understanding of natural language.
B.	 Reasoning about multiple documents.
C.	 Identification of data and evaluation of problems.

3.2	 What are the key legal and regulatory issues for 
digital platform providers in the digital health space?

In general, digital platform providers are preoccupied with 
the assessment and supervision of the transitional phase of 
introducing new technologies to the market, as well as the 
mitigation of risk.  Consequently, digital platform providers 
should prioritise personnel training, understand the impor-
tance of market demand and in-line supply, improve IT 
systems and exhibit strong leadership.

42 Data Use

4.1	 What are the key legal or regulatory issues, and 
corresponding laws/regulations, to consider in your 
jurisdiction for use of personal health data, including 
laws/regulations that are agnostic and not necessarily 
specific to healthcare technologies?

A fragmented and ambiguous legal and regulatory frame-
work currently governs digital health in India.  Additionally, 
there is a scarcity of legal scholarship on digital health in 
India.  This is particularly challenging because digital health 
encompasses a wide range of aspects, such as data aggre-
gation and processing, business models and technolog-
ical advancements.  Consequently, the regulatory system is 
fragmented.  In the utilisation and application of personal 
data, data privacy is of the utmost importance.  India imple-
mented the initial EHR Standards in 2013.  The importance 
of international EHR standards in India facilitated their 
incorporation through the selection of the most qualified 
candidates.  Consequently, healthcare organisations and 
providers disseminated and made the 2016 EHR Standards 
paper accessible for deployment in national IT systems.  The 
MoHFW is fostering the adoption of standards, including 
the Systematised Nomenclature of Medicine-Clinical 
Terminology in India by providing them at no cost and estab-
lishing an interim National Release Centre to oversee the 
clinical terminology standard.  Global healthcare IT stake-
holders are gradually acknowledging this standard.  The 
MoHFW is committed to the regulation of the storage and 
exchange of EHRs, the enforcement of privacy and security 
protocols for electronic health data, and the promotion and 
implementation of e-health standards.
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5.4	 What laws or initiatives exist regarding standards 
for sharing healthcare data in your jurisdiction?

There are no specific provisions and standard regulations 
set by the government yet.  However, the Indian government 
has launched the NDHM, which aims to digitise all of the 
country’s medical information.  The National Institution for 
Transforming India (NITI Aayog) has proposed the National 
Health Stack, a forward-thinking digital platform.

5.5	 What are the key issues, laws and regulations 
to consider with respect to federated models of 
healthcare data sharing?

Ensuring data sovereignty, meeting regulatory standards and 
enhancing trustworthiness are critical concerns for health-
care data sharing.

62 Intellectual Property

6.1	 How do patent laws in your jurisdiction impact 
the scope of patent protection for digital health 
technologies?

India adopted and enacted the Patents Act of 1970, which 
provides patent protection and complies with the Agreement 
on Trade-Related Aspects of Intellectual Property Rights.  
To qualify for patent protection in India, an invention must 
satisfy the criteria of novelty, innovative steps and industrial 
applicability and must also be exempt from Sections 3 and 4 
of the Patents Act.  Section 3(k) of the Patents Act precludes 
the patenting of a computer program in isolation, as digital 
health applications are dependent on software and computer 
programs.  Additionally, the Delhi High Court asserted that not 
all computer programs are exempt from Section 3(k), and that 
an innovation can receive patent protection if it demonstrates 
a “technical effect” or “technical contribution”.  Section 3(i) of 
the Patents Act says that you cannot get a patent for a program 
or method that is “a process for the medicinal, surgical, cura-
tive, preventative, or other treatment of human beings or any 
analogous treatment of animals to render them disease-free or 
enhance the economic value of their products”.  Nonetheless, 
the apparatus and methodology for executing an in vitro mech-
anism are eligible for patent protection.

6.2	 How do copyright laws in your jurisdiction impact 
the scope of copyright protection for digital health 
technologies?

The Copyright Act of 1957 safeguards intellectual property 
in India.  Copyright safeguards original literary, dramatic, 
musical or artistic works, cinematographic films and audio 
recordings.  Although copyright registration is not manda-
tory, it serves as primary evidence to support a legal claim.  
Copyright laws protect digital health apps and technology, 
which are fundamentally software, as “computer programs”.

6.3	 How do trade secret laws in your jurisdiction 
impact the scope of trade secret protection for digital 
health technologies?

India lacks a specific statute regulating the management of 
sensitive information and trade secrets pertaining to digital 

inaccuracy, bias and/or discrimination.  The DPDP Act now 
regulates the processing of digital personal data in India, irre-
spective of its original digital or non-digital format before 
digitisation.  Nevertheless, the practical insights are not yet 
apparent in practice.

4.7	 What laws or initiatives exist regarding standards 
for using and collecting personal health data in your 
jurisdiction?

Regulations designed to safeguard sensitive personal 
data include the EHR Standards for India, 2016, and the IT 
(Reasonable Security Practices and Procedures and SPDI) 
Rules, 2011.  Disclosures under these regulations are contingent 
upon consent.  The Data Security Council of India has devel-
oped the DSCI Privacy Guide for Healthcare, which outlines a 
range of data categories, including personal health data and 
information.  The National Ethical Guidelines for Biomedical 
and Health Research Involving Human Participants, the 
Assisted Reproductive Technology (Regulation) Act, 2021, 
the ICMR Guidelines for Good Clinical Laboratory Practices, 
the Telemedicine Practice Guidelines and the Indian Medical 
Council’s (Professional Conduct, Etiquette and Ethics) 
Regulations, 2002, are additional sector-specific guidelines.  
The objective of these regulations is to guarantee the privacy 
and protection of personal health information in India.

52 Data Sharing

5.1	 What are the key legal and regulatory issues, 
and corresponding laws/regulations, to consider in 
your jurisdiction when sharing personal health data, 
including laws/regulations that are agnostic and not 
necessarily specific to healthcare technologies?

Critical legal and regulatory considerations in the exchange of 
personal data include the adaptability of data collection and 
transfer, the protection of personal information and privacy 
during the transformation process, the dissemination of infor-
mation, trust, responsibility and accountability.

5.2	 How, if at all, is personal health data sharing 
being differentially regulated by the State/Regional 
and Federal/Country level regulatory authorities in 
your jurisdiction?

There is no uniform handling of personal health data sharing 
regulations, and all the provisions are under the purview of 
the IT Act, 2000, and the IT (Reasonable Security Practices and 
Procedures and SPDI) Rules, 2011.

5.3	 How do such considerations change depending 
on the nature of the entities, or nature of the data 
(e.g., patient data), involved?

The total number of participants, patient data and scientific 
entities significantly influence these critical variables.  In 
addition, the objective of utilising data protection and privacy 
to expedite the acquisition of answers may affect data sharing, 
a critical factor that all parties should consider at each stage 
of the process.
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6.8	 What are the key precedential legal cases 
or decisions affecting intellectual property rights 
protection of digital health innovation in your 
jurisdiction?

There are no specific cases for digital health innovations yet.

72 Commercial Agreements

7.1	 What contractual and strategic considerations 
should parties consider when dealing with 
collaborative improvements?

In order to guarantee the success of collaborative improve-
ments, it is possible to evaluate a number of factors, such as the 
primary objectives of the collaboration, information regarding 
all eligible members and parties involved, governance and 
contract management, confidentiality, an evaluation of the 
current intellectual property and technology transfer proce-
dures, and data on existing intelligence.

7.2	 What contractual and strategic considerations 
should parties consider when dealing with agreements 
between healthcare and non-healthcare companies?

Healthcare and non-healthcare organisations adhere to 
profoundly distinct workflow methodologies and principles 
with respect to internal communication and the provision of 
services externally.  However, client fulfilment is the primary 
concern in both sectors.  It is imperative to assess the confi-
dentiality protocol for data exchange, data protection, secu-
rity and privacy, in addition to the approaches to information 
sharing, when reviewing agreements.

7.3	 What contractual and strategic considerations 
should parties consider when dealing with federated 
learning healthcare data sharing agreements between 
companies?

It is essential to monitor and analyse the design, consistent 
protocols for data collection, structured reporting, and 
advanced methodologies for detecting bias and concealed 
stratification.  Furthermore, it is imperative to execute a 
non-disclosure agreement.

7.4	 What contractual and strategic considerations 
should parties consider when dealing with the use 
of generative AI in the provisioning of digital health 
solutions?

Companies should avoid integrating sensitive information or 
personal data into generative AI tools.  Data protection regu-
lations may prohibit the input of such data into a generative AI 
tool, or it may violate a third-party confidentiality agreement.  
Furthermore, it is imperative to safeguard the privacy of data 
and its interpretation.

health technologies.  The emerging digital health sector 
frequently utilises non-disclosure and confidentiality agree-
ments to safeguard sensitive information.

6.4	 What are the rules or laws that apply to, or 
regulate, academic technology transfers in your 
jurisdiction?

The concept of academic technology transfer is still in its 
infancy in India.  The overwhelming majority of enterprises 
have not adopted this methodology, despite the fact that 
colleges and certain corporations have established guidelines 
for the strategic implementation of innovations and the recog-
nition of inventors.  The digital health sector is currently in the 
early phases of intellectual property protection; however, it is 
experiencing rapid growth, and academic and research organ-
isations are becoming more aware of its significance.  It seems 
that this approach is acquiring momentum and resulting in 
improved results.  The intellectual property of the proposed 
invention is safeguarded, and the most suitable partner is iden-
tified for the licensing and commercialisation of the technology 
and its functionalities.  Additionally, the invention is evaluated 
for patentability and commercialisation.  The dissemination of 
academic technology is a component of these endeavours.

6.5	 How do intellectual property laws in your 
jurisdiction impact the scope of intellectual property 
protection for software as a medical device?

Section 3(k) of the Indian Patents Act prohibits the patenta-
bility of computer programs in general.  The Delhi High Court 
has elucidated that Section 3(k) does not apply to all computer 
programs, allowing for their patentability if they exhibit a 
“technical effect” or “technical contribution”.  Section 3(i) of 
the Patents Act prohibits the granting of a patent for a program 
or process that involves “a medicinal, surgical, curative, prophy-
lactic, or other treatment of human beings or any process for a 
similar treatment of animals to render them disease-free or to 
increase their economic value or that of their products”.  The in 
vitro mechanism’s apparatus and method of use are patentable.

Since digital health applications are essentially software, 
Indian law should classify them as “computer programs” and 
grant them copyright protection.  Class 9, which encompasses 
computer software and computer programs, also allows for 
trademark registration.

6.6	 Can an artificial intelligence device be named as 
an inventor of a patent in your jurisdiction?  Why or 
why not?

In India, it is not possible to identify an AI device as the 
inventor of a patent.  The Indian Patents Act and associated 
patent forms explicitly acknowledge humans as inventors, and 
they do not apply to AI applications or devices unless explic-
itly stated.

6.7	 What scope of intellectual property rights are 
provided to the government by rules/laws related to 
government-funded inventions?

There are currently no specific regulations for government- 
funded inventions.
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8.6	 What are the legal or regulatory issues that are 
unique to generative AI technologies and how are 
those issues being addressed in your jurisdiction?  
Describe initiatives within your jurisdiction committed 
to continued development of regulations related to 
generative AI?

Companies should refrain from incorporating sensitive infor-
mation or personal data into generative AI tools.  Data protec-
tion regulations may prohibit the entry of such data into a 
generative AI tool, or it may contravene a confidentiality 
agreement that was granted to a third party.  Additionally, it 
is crucial to preserve the privacy of data and its interpretation.  
There are no specific regulations for generative AI yet.

8.7	 How is your jurisdiction addressing trained 
AI/ML models that may include data for which the 
developer lacks the appropriate data rights for use in 
the given AI/ML model?  Are there data disgorgement 
laws and/or initiatives in your jurisdiction?  Please 
describe.

Though there is no specific model or guidelines yet, the usual 
rules under data protection are applicable, such as operations 
that involve these technologies must adhere to standard IT 
laws and regulations in India, as there are no specific AI, cloud 
computing or ML regulations.  It would be advantageous to 
establish a confidentiality agreement between the licensee 
and the data proprietor, as well as a strategy for the data’s 
utilisation.

92 Liability

9.1	 What theories of liability apply to adverse 
outcomes in digital health solutions?

The liability for negative consequences may be civil or crim-
inal, and it varies between service providers, such as institutes 
and internet service providers, and service practitioners.  In 
addition to filing a legal complaint, the Consumer Protection 
Act can implement its remedies in civil proceedings.  In the 
event of a doctor’s negligence, a consumer may also submit 
a complaint to the ethics committee of the Medical Council 
of India.  The Indian Penal Code, an essential component of 
digital health solutions, also addresses criminal responsibility.

9.2	 What cross-border considerations are there?

It is important to use data programs and customise data.

9.3	 What are best practices to minimise liability risks 
posed by the use of AI/ML (including standard AI and 
generative AI) in the provisioning of digital health 
solutions?

The process entails the following: the establishment of work 
groups to supervise it; the education and training of leaders; 
the definition of AI policy; the revision of privacy policy; and 
the execution of security assessments.  Confidentiality and 
privacy should also be maintained.

82 Artificial Intelligence and Machine 
Learning

8.1	 What are the principal regulatory authorities 
charged with enforcing regulatory schemes related to 
AI/ML in your jurisdiction?  What is each authority’s 
scope of enforcement?

India currently lacks a regulator with a specific focus on AI/
machine learning (ML).  As a result, the Ministry of Electronics 
& Information Technology serves as the executive agency 
responsible for AI-related strategies and has established 
committees to establish a policy framework for AI.  India has 
programmes and recommendations for responsible AI devel-
opment, but no AI legislation exists.  The NITI Aayog provides 
guidelines, and the National Strategy for Artificial Intelligence 
outlines AI research for various sectors.  The DPDP Act was 
passed in 2023, and the Global Partnership on Artificial 
Intelligence includes India.  Indian authorities are devel-
oping AI rules and drafting AI standards, focusing on climate 
change, global health and societal resilience.

8.2	 For these authorities, what are the core 
regulatory schemes related to AI/ML in your 
jurisdiction?  Please also describe any regulatory 
schemes specific to AI/ML in healthcare.

There are currently no regulatory schemes that are specific to 
the situation.  No specific legislation addresses AI in health-
care.  We anticipate that the implementation of the DISHA 
in India will address certain issues.  The legal system, clini-
cians and patients may interpret the law contextually and hold 
varying perspectives in the final analysis.

8.3	 Who owns the intellectual property rights to 
algorithms that are improved by AI/ML without active 
human involvement in the software development?

This is not currently applicable in India.  Furthermore, algo-
rithms are not patentable in India.

8.4	 What commercial contractual and strategic 
considerations apply to licensing data for use in AI/
ML?  How do these considerations change when 
licensing healthcare data?

The authenticity of licensed data, permission for multiple 
users and beneficiaries, consideration for purposes such as 
“know your customer”, restriction and limited access across 
multiple locations and multiple users, data privacy and secu-
rity, quality, user rights, and term and termination are all 
important factors to consider.

8.5	 How, if at all, do the regulatory bodies 
overseeing AI/ML technologies differentiate standard 
AI vs. generative AI technologies and products?

There are no specific regulations yet and accordingly the prac-
tical insights have yet to come.
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10.6	What reimbursement models have been provided 
by government and/or private healthcare payors 
for digital health solutions in your jurisdiction?  
Describe any formal certification, registration or other 
requirements in order to be reimbursed?

There are currently no explicit reimbursement standards or 
formal accreditation for solution providers.

10.7	What due diligence gaps exist in the healthcare 
ecosystem for analysing digital health solutions in 
general, and particularly those that are data-driven 
products, including AI/ML-based solutions?

Some of the primary obstacles to the successful implemen-
tation of digital transformation in healthcare organisations 
include data security, resistance to change, high implementa-
tion costs and a remote workforce.

10.8	Describe any other issues not considered above 
that may be worthy of note, together with any trends 
or likely future developments that may be of interest.

India is anticipated to experience growth in a diverse range 
of industries, such as genomics, wearables, telemedicine and 
personalised medicine.  Healthcare providers and organ-
isers are adopting advanced technologies, including AI, cloud 
computing, extended reality and the IoT, in order to create and 
distribute innovative treatments and services.  These tech-
nologies facilitate the development of personalised and data-
driven medical remedies, as well as improved healthcare 
delivery and patient experiences.  The government is actively 
building a fully integrated digital health ecosystem.

Digital health records necessitate effortless accessibility 
without the need for paper.  Government initiatives in India, 
such as the NDHM and Made in India, are accelerating the 
pace of healthcare digitisation.  As the government prioritises 
digital innovation, healthcare manufacturers and compa-
nies will benefit from an increase in opportunities, which 
will further enhance patient outcomes.  The NDHM dedicates 
itself to developing the necessary infrastructure for the estab-
lishment of the nation’s integrated digital health ecosystem.  
The healthcare industry in India is currently experiencing a 
digital revolution, as evidenced by these patterns.  They have 
the capacity to enhance the delivery of healthcare, patient 
outcomes and care access.  It is imperative to resolve concerns 
such as infrastructure shortages, data protection, legislative 
frameworks and equitable access.

9.4	 What theories or liability apply to misuse of 
healthcare data included in trained AI/ML models 
used in digital health solutions?

There are no specific models/theories yet.

102 General

10.1	 What are the key issues in Cloud-based services 
for digital health?

A persistent concern in the field of digital health is the exor-
bitant cost of developing and maintaining health information 
technology, as well as the preservation of confidentiality and 
privacy when storing data.  Another factor to consider is the 
security and privacy of data management during the different 
stages of the transformation process.

10.2	What are the key issues that non-healthcare 
companies should consider before entering today’s 
digital healthcare market?

It is imperative that non-healthcare businesses comprehend 
the healthcare industry’s commitment to secure manufac-
turing and marketing standards, as well as its exceptional 
financial planning and data protection and security measures.  
Additionally, the healthcare sector is subject to consumer 
protection laws.

10.3	What are the key issues that venture capital and 
private equity firms should consider before investing 
in digital healthcare ventures?

Venture capital and private equity firms should evaluate 
numerous critical factors prior to investing in digital health-
care enterprises.  These encompass a comprehensive business 
plan, strategic relationships, market opportunities, an under-
standing of the company’s financial and key metrics, potential 
risk, an estimated valuation, regulatory compliance and intel-
lectual property protection.

10.4	What are the key barrier(s) holding back 
widespread clinical adoption of digital health solutions 
in your jurisdiction?

The key impediments to the widespread implementation of 
digital health technology in clinical settings are data inter-
operability, particularly for health records, data security and 
privacy.

10.5	What are the key clinician certification bodies 
(e.g., American College of Radiology, etc.) in your 
jurisdiction that influence the clinical adoption of 
digital health solutions?

Currently, there are no such certifying bodies.
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